








Security features Level How they aid fraud prevention

Personalization security 
features for the data page

- Several approaches can be used to make counterfeiting of the page more difficult. Among these are:

» Personalization using lenticular structures.

» Hidden information (typically in a portrait).

» Tactile personalization.

» Windows with personalization.

» Laser perforation.

Additional portrait image(s) 
printed after the data page 

1-2 The genuine portrait image may not be modified, or the attempt to modify it may be detected because 
specific security features are embedded in or on the paper. 

Electronic chip with genuine 
portrait image protected with 
cryptography mechanisms 

2 This genuine digital portrait is nearly impossible to modify and comparisons with the fake portrait (printed on 
the data page) may lead to detection. 

If the chip is rendered non-functional (it can be intentionally destroyed), this may raise the doubts about the 
integrity of the passport and legitimacy of the holder.

Security features linked to personalization

B.	Data and/or picture modification

	 Data or picture modification typically relies  
on the application of a transparent film 
containing fake information.

Example of a 
transparent film used 
to modify a portrait 
image

Recommended countermeasures

Security features Level How they aid fraud prevention

Visible and invisible (UV 
fluorescent) printed security 
background overlapping the 
portrait area

1-2 May be less visible (or at least different than expected) once covered with the transparent layer, and will be 
much less visible under the fake photo.

Optically variable ink near the 
portrait area

1 May be less visible once covered with the transparent layer.

Hologram/DOVID overlapping 
the portrait area, including 
optical variations (i.e. matte/
glossy)

1-2-3 Once covered with the transparent layer, may be less visible with optical variations disappearing.

Tactile lamination (embossing) 
features

1 May be less obvious to touch once covered with a transparent layer; may disturb the application of the  
fake layer.

Lamination (embossing) 
features including optical 
variations (i.e. matte/glossy)

1 Optical variations may disappear once covered with the transparent layer.

Security features not linked to personalization
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4.2  
Forgery (continued)

Security features Level How they aid fraud prevention

MLI or CLI (a tactile feature) 
that can contain an additional 
portrait image

1 May feel less obvious once covered with the transparent layer; may disturb the application of the fake layer; 
the genuine image may not be modified.

Tactile laser engraving of key 
data (e.g. passport number or 
expiry date) 

1 May be less obvious to touch once covered with the transparent layer; may disturb the application of the fake 
layer.

Additional portrait image(s) 
laser engraved or perforated in 
the data page structure and/
or printed on an inner (paper) 
page

1-2 This genuine portrait image may not be modified, or the attempt to modify it may be detected because 
specific security features are embedded in or on the paper (chemical sensitizers, security background, 
information based on passport data embedded in the genuine portrait). 

Secure personalization 
technologies

1-2-3 Some new technologies embed visible features that are complex to imitate with a fake photo on a laminate. 
These can be linked to color, resolution, or the combination of laser and embossing on the portrait area, for 
example.

Security features linked to personalization

C. 	Direct overprinting on top of the 
polycarbonate data page

Since the fake photo is added on top of the 
genuine image, some optical features will no 
longer appear genuine. 

Thanks to this, forgeries of this kind can 
typically be detected with low doubt using 
coaxial light. Without access to such tooling – a 
reality for the majority of frontline staff – 
document examination experts recommend 
that border control personnel check the 
portrait area using a side view. This is usually 
the best way to notice that the main portrait 
image is not personalized where it should be.

Recommended countermeasures 
As with fraud attempts that use transparent 
overlay, the most effective security features 
against direct overprinting include security 
printed backgrounds (especially visible) or 
DOVIDs embedded on top of the portrait area 
(overlapping some of it). This is complex to 
design effectively, because these security 
features must not hide the portrait either.

Additional portrait images will also help to 
make detection easier, especially if they are 
large enough and secure against 
manipulation. The third page of a passport 
booklet (usually following the data page) has 
room available for this and is increasingly seen 
as a “second” data page.
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D. Abrasion from the back of the data page

This type of forgery is commonly applied 
against synthetic cards. The document is 
ground from the back in order to remove some 
of the security layers and provide access to the 
portrait area.

Recommended countermeasures 
In addition to secure offset backgrounds (both 
visible and invisible), several security features 
can be used to make fraud attempts more 
challenging and easier to detect. The following 
are comparatively easy to embed within a 
secure design:

•	 The addition of tactile and/or optical 
lamination features to the reverse side.

•	 Optically variable ink behind the portrait 
area (usually printed only on the front side).

•	 Security features on a layer inside the data 
page structure.

•	 An MLI lens on the front side. Should the 
additional portrait image also be erased and 
replaced, it would be unlikely to show 
movement when tilted.

•	 A transparent window with additional 
portrait image. Attacking this image from 
the reverse side would leave tamper 
evidence.

•	 Additional portrait images on page three or 
behind the main portrait area (reverse side). 
Special equipment and extra personalization 
time are required in both cases.

Of course, it is highly recommended that 
controllers inspect the reverse of a datapage 
whenever possible.
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4.2.5 ePassport (forgeries on 
contactless chips)

Intentional deactivation, damage,  
or chip replacement 
Forgery of a passport booklet involves altering key 
details to make the document suit the new holder. 
Often, this will mean disabling the micro-
controller to prevent border officers from 
matching the chip content with the document, 
and thus spotting inconsistencies in either the 
portrait or other data.

Sometimes, fraudsters may add a micro-
controller with data from the “new holder” signed 
by a fake issuing authority. This can be effective 
when border control is not checking against the 
ICAO Public Key Directory (PKD), or when the 
issuing authority does not publish its certificates 
in the PKD. This is the same method that is used 
when doing a full counterfeit of the passport 
booklet (as described above).

Replacing a genuine contactless chip with a fake is 
done in order to take advantage of the weaknesses 
of a system which may not cross check physical 
security features and personal data. This type of 
attack was most common in the 2010s.

Since strong security mechanisms are present in 
passport chips today, forgers rarely aim to modify 
or replace them. Most of the time, fraudsters will 
instead attempt to destroy or deactivate the chip 
in order to make the personal data impossible to 
verify. Again, tampering of this kind is often used 
by fraudsters wishing to pass themselves off as the 
genuine bearer or, in the case of a forged portrait 
on the data page, to avoid the portrait on the chip 
being checked.

We recommend that non-functioning chips 
should always be treated as suspicious. Border 
officers should check the document for any sign  
of tampering, such as indentations on the cover, 
where a void will be clearly visible when viewed 
using reflected light. Microwaving a travel 
document can also leave visible burn marks, 
another sign to check for.

Chips should be systematically and thoroughly 
verified during an inspection, and checked with  
all possible security devices.

It is also highly recommended to secure chips 
using the guidelines established in ICAO Doc 
9303, specifically parts nine, 10 and 11.  
This promotes the following techniques:

•	 �Passive Authentication (PA): by allowing 
digital signatures and country certificates to  
be checked, this mechanism ensures that a 
passport has been issued by a legal government 
and not manipulated.

•	 �Active Authentication (AA): an encrypted 
algorithm verifies that the chip has not been 
cloned thanks to a challenge/response 
mechanism.

•	 �Basic Access Control (BAC): prevents 
skimming and mitigates the risk of 
eavesdropping between chip and inspection 
systems by using a secure communication 
channel. This protocol is weakened by the use  
of algorithms SHA-1 and 3DES, however.

•	 �Supplemental Access Control (SAC): this 
mechanism is similar to BAC in that it protects 
data exchanges between the chip and the 
terminal, and allows the terminal to access the 
data groups that are not biometric. SAC is 
highly recommended because it is based on 
more recent and robust cryptographic 
mechanisms than BAC.

•	 �Extended Access Control (EAC): this 
mechanism allows the terminal to access the 
data group storing the biometric data of the 
holder – their fingerprint and retinal scan.  
The portrait, sometimes considered as 
biometric data, is stored in data group two and 
requires only BAC or SAC to be accessed.

As noted earlier, fraud on the electronic part of the 
passport is directly linked to the age of its secure 
components. In order to make sure that only 
trustworthy documents are issued, embedded 
software and chips contained in electronic 
passports are security certified with the Common 
Criteria before their issuance.

Nonetheless, it is highly recommended to 
implement a security surveillance process that 
provides lifetime monitoring of the chip and 
ensures effective security.

4.2  
Forgery (continued)
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Facial morphing represents a very serious threat 
to ID security, which is a key component of 
national and international security. By blending 
the facial features of two people, fraudsters are 
able to produce a morphed photo that could 
potentially fool highly trained agents and 
sophisticated facial recognition systems. 

Studies have proven that both trained humans 
and machines struggle to detect morphed photos 
with a high level of confidence. This creates a risk 
that morphed photos will go undetected during 
the ID application process, resulting in 
Fraudulently Obtained but Genuine (FOG) 
passports and ID cards that two people could use 
for fraudulently claiming services and for 
travelling around the world. 

Furthermore, many measures currently in use  
to protect ID photos from morphing are 
insufficient. This should present major cause for 
concern for ID-issuing authorities. In order to 
combat this ongoing and ever-changing threat, 
governments need to remain agile and open to 
new and innovative prevention, protection, and 
detection measures. 

The best way to reliably protect against morphing 
attacks is to take a three-pronged approach that 
includes preventing FOGs from being issued in 
the first place, protecting ID photos from 
manipulation, and detecting mismatches 
between live images and morphed ID photos 
using the best biometric algorithms available. 

The first step is to ban the acceptance of printed 
photos and take control of the photo capture 
process to prevent morphed photos from 
successfully infiltrating ID applications. Secondly, 
to protect photos in existing IDs from morphing 
attacks, the most advanced ID photo security 
techniques must be used. 

Finally, to support these solutions and reinforce 
national and international security, governments 
should also deploy leading-edge biometric 
systems at security and other ID checkpoints.  
As biometric algorithms improve, these systems 
will increasingly help border agents, law 
enforcement officials, and other authorities to 
catch fraudsters, criminals, and terrorists before 
they are able carry out their plans. 

To summarize, the best defence against morphing 
attacks is to combine the following solutions: 

•	 	Ban printed photos, and capture live photos 
on-site or through controlled and connected 
photographers and photo booths. 

•	 	Protect the photos in identity documents by 
implementing strong security features. 

•	 	Deploy cutting-edge biometric recognition 
systems at ID checkpoints.

4.3  
The specific case of 
morphing
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5.  
Various field factors to 
take into account 
Fraud is an ever-evolving landscape, and issuing 
authorities should keep a close eye on the  
changing dynamics that shape it. Below, we 
discuss some of the key issues influencing the 
future of document fraud.
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Factors boosting fraud

•	 Professionalization  
(the increasing capabilities and technological 
access of forgers) Inkjet printing and dye 
sublimation have largely been mastered and are 
now regularly used for document 
counterfeiting. Sometimes, even offset printing 
and laser engraving can be employed, typically 
by ‘professional’ forgers who likely have an 
involvement in the production of fake 
banknotes as well.

•	 Availability of standard or sophisticated 
secure materials  
Reports of document fraud have begun to 
mention some entry level security inks or 
security papers, as well as fake holographic 
laminates (created primarily through the use of 
dot matrix technology).

•	 Availability of confidential information 
Everyone involved in the security chain plays a 
part in maintaining the security of information 
in restricted areas, taking into account the 
degree to which the recipient “needs to know” 
before sharing anything. All SIA members raise 
awareness within their organizations about the 
importance of managing confidential 
information, and are governed by the highest 
security certification frameworks for both 
production sites and the information 
technology used. These certifications are 
recognized by the Member States of the 
European Union.

•	� Low security documents 
The purpose of this report is to raise the 
importance of secure documents, focusing on 
the main risks identified.

•	 Availability of equipment and products 
on the open and dark web  
Even “finished” documents can be found for sale 
in certain places.

Factors lowering chances of detection

•	 Too many security features 
Some experts have likened overcomplicated 
passports to a Christmas tree overloaded with 
ornaments; they may appear impressive, but 
are also entirely impractical. Too many 
verifications can prove to be counterintuitive.

•	 Limited time to make checks at front line 
This is the primary reason why document 
examination experts call for security features 
that can be intuitively authenticated in seconds, 
without tools.

•	 Lack of tools to aid in checks (limiting the 
chance to verify details)  
Frontline staff should not be undermined by a 
lack of technology. Even smartphones – with 
their capability to zoom, magnify, provide 
additional lighting, and scan contactless chips 
– could serve as an additional checking tool,  
for instance.

•	 Lack of knowledge and training of 
controllers for document examination 
Typically, fraudulent documents usually have 
some similarities between them. This is the 
reason why some law enforcement bodies 
circulate alerts highlighting a few key detection 
points. Even some basic training sessions can 
empower controllers to detect the majority of 
forgery attempts.

•	 Low levels of standardization (highly 
specific documents require different 
controls) 
ICAO recommendations propose the 
introduction of standards in order to increase 
interoperability and facilitation of travel.  
Some regional initiatives also enable additional 
standardization for similar documents  
(e.g. EU regulations for documents like the 
resident permit card). This remains quite 
disjointed though, especially for  
passport booklets.
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6.  
General 
recommendations and 
additional measures
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•	 �While the combination of multiple security 
features is advised, too many can make 
verification unintuitive. Balance and common 
sense are key. In the field only a few security 
features (some experts say four to five ) are 
needed to verify the authenticity of the passport 
booklet and the integrity of the main  
portrait image.

•	 �Make the most of every security feature by 
optimizing the way it is embedded in the overall 
passport design. Tactile features should be 
embedded where the fingers will naturally hold 
or take the document, for example. This is one 
area in which the experience of the document 
manufacturer can prove to be very useful.  
A close collaboration between document 
examination experts and passport 
manufacturers is highly valuable here, too.

•	 �In general, when it comes to the distribution of 
security features across the three security levels, 
it is recommended that:

	 »� �Issuing authorities should focus on level one 
security features, as they represent more than 
90% of controls made in first line. Only a few 
are likely to be checked, so they should be 
strong and intuitive enough for cursory 
examination by anyone who knows what to 
look for. Highly trained and well-equipped 
examiners are a minority, and forensic 
specialists belong to an even smaller skilled 
population.

	 »� �Embed a few level two features such as micro-
texts and UV rainbow printing. These should 
be designed to bring confidence and ease to 
second line inspections.

	 »� �Utilize level three security features sparingly; 
one or two is generally enough. These will only 
be used in very specific cases and require 
specific tooling to validate. Significant doubt 
about the authenticity of the document, or the 
need to produce unquestionable proof of 
counterfeit or forgery in front a judiciary 
authority, will be required to trigger these. 
Keep them highly confidential.

In addition to the component and technique-
specific security measures outlined in the 
previous chapter, general fraud prevention best 
practice also plays a vital role in maintaining 
document security. 

Below we present some general 
recommendations and additional measures 
which should be taken into account by document 
manufacturers when designing a new passport 
booklet. (NB: points are not listed in order of 
importance).

•	 �Do not rely on one security feature alone. 
Modern passports offer many different 
validation techniques, and these are most 
effective when used in combination. As the 
ICAO clearly points out in Doc 9303 (Part 2), 
“although some features can offer protection 
against more than one type of threat, no single 
feature can offer protection against them all. 
Likewise, no security feature is 100 per cent 
effective in eliminating any one category  
of threat.”

•	 �Use the most secure materials, printing and 
manufacturing techniques, and personnel as 
your budget allows for, and ensure that there is 
balance between all involved factors.

•	 �The best protection comes from a combination 
of different security features. The key is to 
balance defence with data page readability, in 
particular. Many options should be considered 
here, including the following combinations:

	 »� �Offset printings (rainbow), visible and invisible 
landmarks, in register.

	 »� �Intaglio printing with an optical variable ink 
(e.g. for the inside front cover).

	 »� �Watermarks, which are easier to control if 
every inner page uses a blank area (a kind of 
window) as embedded on banknotes.

	 »� �Laminates (for paper data pages) or lamination 
plates that integrate multiple security 
elements.

	 »� �Optical variable color shifting embossing.

41



6 
General recommendations and 
additional measures (continued)

•	 �Distributing the features throughout  
the various booklet components requires 
prioritisation. It is highly recommended that 
issuing authorities protect the data page, 
portrait areas, and additional portrait images 
above all else. Some key data should also be 
duplicated and embedded using special features 
(e.g. the document number or expiry date 
personalized on page three, in a MLI lens and/or 
with tactile laser engraving). 

•	 �Some security features allow several levels to be 
embedded at the same time, and many features 
enable authorities to fight both counterfeiting 
and forgeries at once. Features should be 
selected to facilitate a broad spread of defences. 
This makes integration easier while limiting the 
number of features that need to be checked

•	 �Documents should be designed for checking 
both by humans and the machines that assist 
them. Some security features are hybrid and can 
be controlled both by humans and machines, 
typically by comparing a given document with 
templates under VIS/UV/IR lights (UV and IR 
fluorescent printed backgrounds are in  
the scope).

•	 �Embedding the same main security features  
and components in ordinary passports and 
other ID-3 format travel documents (e.g. 
diplomatic/service passports) makes life easier 
for controllers. With fewer specificities to deal 
with, they will generally require less training, 
and be able to make quicker and more reliable 
checks. A level of homogeneity for secure design 
features also enables document manufacturers 
to offer better prices and delivery times while 
keeping the bar high enough to deter 
counterfeiters. By way of example, while a  
48 page diplomatic passport (instead of the  
32 found in an “ordinary” document) can be 
useful, if there is also a request for an 
electrotype watermark with page numbering, 
then it means that two versions of a customized 
security paper will need to be produced (32 + 48 
inner pages). This can present significant extra 
cost. Some exceptions do make sense, however. 
Emergency passports – which may not have all 
the security features of the ordinary passport 
– offer one such example.

•	 �With regard to unique numbering on blank 
passports:

	 »� �Blank passport booklets should never leave the 
production facility without a unique number.

	 »� �Security features should be applied after 
personalization. Failing this, personalization 
should be a complex process using security 
features which require niche equipment.

	 »� �Use a chip in the document and verify its data.

	 »� �Keep control of the enrolment and issuance 
process.

	 »� �Store documents safely and apply relevant 
security measures and a four-eye principle for 
access to blank documents.

	 »� �Connect to Interpol MIND/FIND and SLTD 
databases, and report all stolen document 
numbers to invalidate their use for 
international travel at once.
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7.  
Conclusion
The document fraud landscape is becoming 
increasingly complicated, and requires a strong 
appreciation of a much bigger picture in order to 
navigate successfully. Successful controls now 
hinge on a variety of fast-moving factors that 
range from the operating methods of fraudsters to 
new and sometimes highly complex technology.

This paper was designed to help readers gain a 
better understanding of those factors, as well as a 
stark reminder of the stakes relating to document 
fraud. When fraudsters win, we all lose.

The recommendations made here are drawn from 
some of the world’s leading document security 
experts and sources, and we would encourage 
anyone involved in the issuance, control, or 
design of passport booklets and other forms of 
identification to heed their guidance. As discussed 
above, the number of security features is less 
important than the overall art of secure design; 
less can be more when applied effectively.

One tool that may prove useful when evaluating 
the effectiveness of security features included in 
your own documentation is the SIA’s own 
eDocument Physical Security Evaluation Model 
(eSec). First launched in 2017, eSec provides 
organisations with a way to better assess how 
security features like datapages and photos 
should be distributed across different parts of a 
passport booklet. An updated and optimized 
version of eSec is scheduled for 2022.
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Other reports by the Secure Identity Alliance:

https://secureidentityalliance.org/ressources/publications

Giving Voice to  
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makers when planning and implementing 
biometrically-enhanced identity programmes 
and associated services. Taking a holistic 
view of today’s sophisticated biometric 
landscape, it identifies the key issues 
and drivers for biometrically-enhanced 
identity, provides an insight into current and 
forthcoming projects in Europe and beyond, 
and puts forth a set of common best 
practices and recommendations to support 
policy makers looking to leverage biometric 
identity to drive and accelerate the digital 
economy across the world.
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