
eDocument Security Awareness Model

2.



2

eDocument Security Awareness Model

THE EDOCUMENT SECURITY AWARENESS MODEL (ESAM) IS A 
SELF-ASSESSMENT TOOL

GOAL OF THE EDOCUMENT SECURITY AWARENESS MODEL:

 Help governments with their secure document 
development program

• To evaluate an existing program

•Or to try different scenarios and see the effect on the security chain

 Understand what is required to build a ‘security chain’
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eDocument Security Awareness Model

The eSAM consist of three basic process flows and covers the 
complete security chain:

1. Application to Issuance (dataflow)

2. Document design to Personalization (material flow)

3. Support processes
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eDocument Security Awareness Model

III.
Document Design

a. Security Design Process
b. Optical Security Design

IV Manufacturing of blank documents
a. Manufacturing of blank documents

b. Transport of blank documents

V. Personalization
a. Personalization of documents
b. Transport of personalized 
documents

I. 
Application

II.
Entitlement

VI. Issuance
1. In person collection
2. Third party collection
3. Mailed documents

VII.
IT Security

VIII.
Facility Security

Detailed process flow with sub-
processes or alternative flows.
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How to start the eSAM from the SIA website
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Introduction screen eSAM

 Start new evaluation

 Edit existing record (only from your user group/organisation)
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Start new evaluation (existing program)

 Results from Existing programs are used to build Security 
Awareness Index

• Anonymously from stored data

• Only if you permit

 Choose between Existing program and Scenario

 Existing programs are selected from pre-configured list for 
your organisation
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Start new evaluation (scenario)

 Select document type from the list

 Name your scenario
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eSAM Questionnaire

1.
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Navigate through the process

 Navigate through the process flow with the boxes in the chart

 Every process has a short explanation
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Example Application process

 Multiple choice answers

 Explanation to question at
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End of process

 Go to Next process or Go Back to previous process

 Or Save & preview scenario / program

 (Re)view Questions and Answers with peers

 Go back to questionnaire to change answers and finish 
evaluation
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Edit existing record

 To continue: select scenario/program from the list

 Go Back to Questionnaire
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Different choices in program

The Issuance process clearly shows the different choices an 
Issuing Authority (IA) can make:

 Applicant picks up document in person

 Third party is permitted to pick up document

 Document is mailed to home address

The IA’s choices have an impact on the security, convenience 
and cost of the program.



15

Support processes

Two support processes are distinguished:

 IT security

 Facility security

These only contain some basic questions if not covered by a 
certificate in the first place.
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eSAM management report

2.
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Completed questionnaire?

AFTER COMPLETING THE QUESTIONNAIRE, SUBMIT THE FORM

 no changes are possible after submitting

 to review and change: Go BACK and SAVE & PREVIEW

After submit a management report can be generated
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eSAM Management report with scores

COST EFFECTIVENESS

CONVENIENCE

SECURITY AWARENESS

Security is not the only aspect you have to balance in 
your program

Convenience score only for processes that interfere 
with citizens (end users)
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eSAM Management report with recommendations

Scores for Security Awareness (SA), Cost Effectiveness (CE) and Convenience (C)

Recommendations (if applicable) to improve security
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eSAM scores per process against max score

Your scores for SA, CE and C against the maximum score
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Sources of information

Main Sources

 ICAO Doc 9303 Part 1, Vol1

 ICAO Guide for Assessing Security of Handling and Issuance of 
Travel Documents

 Optical Document Security by Rudolf L. van Renesse

 Documents: the Developer's Toolkit by Diana Ombelli and Fons
Knopjes

Many more sources have been used and combined with the experience 
from multiple document programs by the SIA members.
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About the Secure Identity Alliance

3. 
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Who we are

• THE SECURE IDENTITY ALLIANCE IS DEDICATED TO SUPPORTING 
SUSTAINABLE WORLDWIDE ECONOMIC GROWTH AND PROSPERITY THROUGH 
THE DEVELOPMENT OF TRUSTED DIGITAL IDENTITIES AND THE WIDESPREAD
ADOPTION OF SECURE ESERVICES. FOUNDED IN MARCH 2013 BY LEADING E-

DOCUMENT AND E-SERVICE COMPANIES

• MEMBERS AT DATE:

SIA Corporate – Jan 2015



24

What we offer

THE ALLIANCE OFFERS LEADERSHIP AND ADVISORY SERVICES TO 
GOVERNMENTS AND OTHER PUBLIC BODIES; SUPPORTING THE 
IMPLEMENTATION OF DIGITAL ID PROJECTS TO ACCELERATE THE WIDE 
RANGE OF ECONOMIC, PUBLIC HEALTH, ELECTORAL AND SUSTAINABILITY 
OPPORTUNITIES OFFERED BY THE SHIFT TO DIGITAL SERVICE PROVISION.

SIA Corporate – Jan 2015

GLOBAL ‘THINK

ADVISORY

LOCAL & INTERNATIONAL

LINK WITH OTHER LIKE-
MINDED ORGs

AND DO’ TANK

FOCUS ON NEEDS

BEST PRACTICES SHARING

PROJECTS
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How we do it

THE ALLIANCE BRINGS TOGETHER PUBLIC, PRIVATE AND NON-GOVERNMENT 
ORGANIZATIONS TO FOSTER INTERNATIONAL COLLABORATION ON DIGITAL 
ID CHALLENGES AND THE ISSUES OF DATA SECURITY, CITIZEN PRIVACY, 
IDENTITY, AUTHENTICATION AND MORE.

SIA Corporate – Jan 2015

Membership Types

MEMBERS

Full Value Chain 
Actors

Security 
Certification

International

ASSOCIATE 
MEMBERS

Actors on the 
Value Chain 

(Part)

Security 
Certification

OBSERVERS

Government

Academic

(Upon invitation 
by the Board)

NGOs

NG
OS

NG
OS
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How we do it

THE ALLIANCE PLAYS A KEY ROLE IN SHARING BEST PRACTICE AND 
UNCOVERING THE NEW GENERATION OF EIDENTITY AND EDOCUMENT
TECHNOLOGIES CRUCIAL TO BUILDING THE TRUSTED FRAMEWORK ON WHICH 
TO DRIVE EGOVERNMENT, AND GLOBAL ECONOMIC GROWTH, FORWARD. 

BUSINESS 
INTELLIGENCE 

MARKETING

Reports, analysis, 
policy papers, 

guidelines, 
toolkits 

production

Data, indicators 
and databases 

creation

USAGE FOCUSED 
MARKETING

Consistent 
information on 

Security, Identity, 
Privacy and 
Convenience 
challenges 

eDocument and 
eGovernment
Services best 

practices sharing

TECHNICAL 
MARKETING

eDocument and 
eServices

technology
advisory services

Promote 
standardization of 

relevant and 
appropriate 

industry 
specifications

SIA Corporate – Jan 2015
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What makes us unique

SIA HAS A FREE ‘ADVISORY OBSERVER’ MEMBERSHIP OPENED TO 
GOVERNEMENT AGENCIES WILLING TO CONTRIBUTE AND INFLUENCE THE 
WORK OF THE ALLIANCE

SIA IS A GLOBAL ORGANIZATION WHOSE MEMBERS ARE LEADERS IN THE 
PROVISION OF SECURE IDENTITY AND  COVER THE FULL LIFECYCLE OF 
SECURE DOCUMENTS FROM DESIGN AND MANUFACTURE THROUGH TO THEIR
USE FOR ESERVICES IN THE FIELD

SIA’S EXPERTISE IS BUILT THROUGH ITS COLLECTIVE HERITAGE AND 
KNOWLEDGE

SIA IS A TRUSTED PARTNER: MAKING RECOMMENDATIONS FOR THE INTEREST
OF GOVERNMENTS AND CITIZENS/ NON PROFIT

SIA Corporate – Jan 2015
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Want to get involved?

CONTACT THE SECRETARY GENERAL OR THE MARKETING 
DIRECTOR:

 Jean-Claude Perrin at jean-
claude.perrin@secureidentityalliance.org

 Stéphanie de Labriolle at 
stephanie.delabriolle@secureidentityalliance.org

www.secureidentityalliance.org

mailto:jean-claude.perrin@secureidentityalliance.org
mailto:stephanie.delabriolle@secureidentityalliance.org
http://www.secureidentityalliance.org/

